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ITPABUJIA
3a 0€30IACHOCT HA YUYEHHUIIUTE B
KOMIITHLPHATA MPeKAa B YYWJIUILETO U B UHTEPHET

Te3u npaBusa ca pa3padorenu ot bp:KkaBHATA areHIUs 3a 3aKpUJia HA 1eTeTO, B
naptaeopctBo ¢ I[gaBHa aupekuus ,bopdéa ¢ opranm3mpanara mnpecTbIHOCT”,
HaunuonaneHn meHTbp 3a 0Oe3omaceH MHTepHeT, MHUHHCTEPCTBO HAa 00pPa30BaHHMETO W
HaykaTa, Peruonanno ynpasiienue Ha oopa3zoBanuero — Cousi-rpaja, ppbKOBOAMTEIU HA
oOpa3oBartesnu HHCTUTYHUH OT ChbI03a HA padoToAaTe/MTe B CHCTEMATA HA HAPOAHATA
npocsera B bbarapus, Capy:keHuero Ha JUPEKTOPHTE B CPeAHOTO o0pa3oBaHue Ha P
Bwarapus.

HenauTe Ha npaBUJIaTa ca aa ce:

. rapaHTupa MpPaBOTO HAa Y4YeHUIUTe HA JOCTBI [0 MOAXOASIIA
uHpoOpMaNUs ¥ MaTepUAJIN B MPeXKaTa;

. OCHIECTBH NpPEBEHUHMs W CHHTE3HPa HA €JHO MACTO MH(pOpMALHATA 3a
ONACHOCTHUTE B HHTEPHET;

. NMPeJOCTABAT KOHKPETHM HACOKHM 32 3aKpHJa Ha JeTeTo W 0e30macHo
NoBe/leHNe B KOMIIIOTHPHATA MPeKa B YUYMJIUIIE M B MHTEPHET;

. no00py KOOPAMHAIUATA U OTrOBOPHOCTHTE HA YYACTHHLHMTE W/MJIHU

BCHUYKH 3aMHTEPECOBAHM CTPaHHU.

OTroBOpHOCTTA 3a TapaHTUpaHE MpaBaTa Ha Jerara 1 3aiuTa Ha TEXHUTE HHTEPECH €
CIo/ieJieHa OTTOBOPHOCT MEXAY CEMEHCTBOTO, OOIIECTBOTO W JbpiKaBara, upe3 HEHHHUTE
OpraHv ¥ MHCTUTYLMU. BbOpeku ToBa, Tazu OTTOBOPHOCT € pas3lpezeiieHa, KaTo TS ce majaa
HpI/IOpI/ITeTHO Ha CeMeﬁCTBOTO, II0-CIICIIMAJIHO Ha pO)II/ITeJ'II/ITe, HaCTOﬁHHHHTe, IIOIICYHUTCIINTEC
WU IPYTUTE JIMIA, TIPU KOUTO JIETETO € HaCTaHEeHO, TOTaBa KOraTo € Ouja mpeanpuera Mspka
3a 3aKpuiia 1o OTHOUIEHUE Ha Hero. OTYuTallKu TPy/10BaTa aHTaXKUPAHOCT HA POJAMUTENIUTE, B
HSKOU OT cnyqanTe nu pr,HHOCTI/ITe, KOUTO UBIINTBAT B OTTJICKIAAHCTO M BBIIIUTAHHUCTO HaA
JIETETO, B OCHOBOITOJIArallys MK/ IyHApOIeH aKT 3a mpaBara Ha aereto KonBennusata Ha OOH
3a IpaBara Ha JETETO, KAKTO W B peAvIlla HOPMAaTMBHU AaKTOBE OT HAUMOHAJIHOTO HU
3aKOHOJIATEJICTBO, € IOCOYEHO KaK 00IIEeCTBOTO, COIMATHUTE U 00pa30BaTETHUTE HHCTUTYITUH,




U JbprKaBaTa M3ITBIHSABAT TE€3M CBOM OTTOBOPHOCTH 33 OKAa3BaHE HA aJIeKBaTHA MOJAKpena Ha
CEMENCTBOTO, 3a 3aKpUJia Ha JACTETO U 3a 3all[UTa Ha HETOBUTE TIpaBa U MHTEPECH.

Corimacio KouBennusita Ha OOH 3a mpaBara Ha [AE€TETO, POJIUTEIIUTE HMAT
II'BPBOCTENICHHA OTTOBOPHOCT 32 OCUTYpSIBaHE BHUCIIMTE WHTEPECH Ha JETEeTO na ObIar
IIBPBOCTENICHHO ChoOpakeHue. Pomurtenute Wi, criopen ciiyvasl, 3aKOHHUTE HACTOWHUIIM,
MONEYUTENIM WM JPYrd JIMIA, TPU KOWUTO JIETETO € HACTaHEHO, HOCAT OTIOBOPHOCT 3a
OTIJICK/IAHETO U PA3BUTHUETO HA JIETETO.

JBpxaBara, upe3 HEHHUTE OpraHH, TPSAOBA Ja MpeAnpreMe MOAXOAAIIN CTHIIKH, 3a J1a
MOAKPENHU POJUTEIIMTE MPU U3IMBIHEHUETO Ha TEXHUTE OTTOBOPHOCTHU. AKO HSKOHW POJHUTEIN
HE MOraT WJM C€ 3aTpyAHsBaT, TO B TE€3U CIy4yah CE€ HAMECBAT OTTOBOPHHUTE IbPIKaBHU
WHCTUTYIIUH, 32 J]a OCUTYPST CIIa3BaHETO HA IIpaBaTa Ha JICTETO U 33JJ0BOJIIBAHETO HA HETOBUTE
HYXJIH. 3aIbJDKCHHE Ha JbpKaBaTa € OCUTYPSBAHE Pa3BUTUETO HA MHCTUTYIIMH, 3aBEICHHUS U
ycnyrd. B Ta3u Bpb3Ka poisita Ha 00pa30BaTEIIHUTE WHCTUTYIIUU € M3KIIOYUTEITHO BaKHA U
KJIro4oBa. Te Morar ja gonpuHecat 3a 00y4eHHETO W MPEBEHIUATA Ha PUCKOBETE HE caMo Ha
JienaTa, Ho ¥ Ha pOJAMTENIUTEe, KaTo 10 TO3M HAYMH MOTAaT J1a UMaT JBOIHA MoJi3a 3a jaenara. B
Ta3u MOCOKa HACTOSIIIMTE MpaBuia, JaBaT OCHOBHMU IMO3HAHUS 32 OMACHOCTHTE, KOUTO KPHE
BUPTYaJIHOTO MPOCTPAHCTBO C IIeJl OCHTYpsIBaHE 3aKpHiiaTa Ha JETETO OT BPEIHHU 3a HEro
nHpOpMaNKs, MAaTePHAIA U KOHTAKTH.

OCHOBHHUTE MPUHIMIN 32 pa0oTa B KOMITIOThPHATA MPEKa B YUMUJIUIIE W B HHTEPHET

ca:

1. PaBeH noCThIl HA BCUUKHU YYEHUIIH;

2. 3ammMra Ha YYCHHUIIUTE OT BPEAHO WJIM HE3aKOHHO ChIbpKaHWE W HH(pOpMarus
KaTo: CaMOHapaHsBaHE, ThProBUS C HApPKOTULM, Xa3apT, NpolaraHAupaHe Ha
BPE/IHH W OIACHU HABWIIM U JICHCTBHSI KATO aHOPEKCHS, OyIuMusi, opHOTrpadus,
TOJICpUPAHE HAa pPa3NIuYHN (OPMHU HA HACWUIIHE, MPOIOBSAIBAHE HA TEPOPU3HM,
€THUYECKA U PEITUTHO3HA HETOJIEPAHTHOCT, CAMOYOHIICTBO U JIp.;

3. 3aunTaHe W 3alIUTa HA JIMYHATA HEIPUKOCHOBEHOCT;

4. TloaroTroBka M KOHTPOJI Ha YYECHHIIUTE 3a O€30MaCHO W OTTOBOPHO IOBEICHUE
OHJIaMH,

5.  ChTpyAHHUYECTBO B JyX HA TOJIEPAHTHOCT U JOOPOHAMEPEHOCT MEXKIY YUUIHUIIIETO
U POJIUTEITNTE/HACTOMHUITUTE.

KomnioTbpHaTa Mpexka B YUYMIIUILE C€ M3IOJ3BAa B IEJAarOrMYECKUTE CUTYallUH U
y4eOHHU yacoBe camo 3a 00pazoBaTenHu 1enu. LsmaTa Mpeska 00xBala KOMIIOTPUTE, CBbP3aHH
¢ KabenHu W/mnu O€e3KUYHU BPB3KU, CUTYUPAHU B KOMIIIOTBPHHUTE KaOWHETH, 000pyABaHU
KJIaCHU CTaM U aJMHUHUCTPATHBHMUTE MOMEIEHUS Ha oOpa3oBaTeslHaTa MHCTUTYLHS, KaKTO U
ycTpoiicTBarta (HmepcoHalNHU cMapT(oHM, JanTonu M TalneTru) ¢ Oe3KU4eH JOCTBII [0
WHTEpHET.

YuyeHHIUTE UMAT [IPABO Ha:

1.  PaBeH JocTbIl 10 Mpexara Ha 0OpazoBaTeIHaTa MHCTUTYLHS, C U3KIIOUEHUE
Ha KOMIIOTPUTE B aJIMUHUCTPATHBHUTE TIOMETIICHHS.

2. Pabora c ycrpoiicTBata (KOMIIOTPH, JAlTONM W TabIeTH) B Mpexara ¢
MOJKperaTa Ha elarorn4eCcKy CIelUaiucT.

3. OOyyenme 3a 0e30MacHO W OTIOBOPHO TIOBEJACHHE B MpeXkaTa Ha
oOpa3oBaTesnHaTa MHCTUTYIUS U B UHTEPHET.

4.  Mudopmarus 3a nmpaBuiaTa 3a paboTa B MpekaTa.

5.  Curypna nudpoBa cpeqa B YIHIUIIETO.

6. IlomBaHe Ha MOOWJIHUTE CH YCTPOWCTBA M3BHH yUeOHUs Mpoliec (MMoUYnBKaTa
u MEXIyJacusTa), a MpU H3PUYHO YKa3aHHE HA Y4yuTel — W B YyuyeOHHus
Yac/TiearornaeckaTa CUTyaIus 3a ejuTe Ha YaeOHHs TpoIiec.



BAKHO! IlpaBunara 3a Oe3omacHa paboTa B HMHTEPHET, KOMTO YYCHHMIIUTE cCa
3aJ/bJDKEHU J1a CIIa3BaT, Ce MOCTABAT Ha BUJIHO MACTO B 00pa3oBaTeIHaTa MHCTUTYLIUS, KAKTO U
B KOMIIIOTBPHUTE KaOMHETH, TaKa U Ha caiiTa Ha yYUJIUILEeTo. B HayanoTo Ha yueOHaTa roguHa
[0 TOAXOJIl HAUYWH BCHYKM JIela W TEXHUTE POTUTEIN/HACTOMHUIN/TIONECUUTENN Ce
3aro3HaBar ¢ Tax. [legaro3ure nepuoJuUHO HAIIOMHSAT 3 TSAX U 32 CUTYPHOCTTA B UHTEPHET B
HNOIXOASIM (GOPMHU U IEHHOCTH, B KOUTO C€ BKJIIOUBAT YUEHUIUTE U POJUTEIUTE UM.

Yact I. OTroBOpHOCTH Ha PHKOBOAUTEINTE HA 00pa30BaTeJHUTe HHCTUTYINH,
Ha npodecnoHanucTUTE, padoTemy ¢ Aena U ¢ HHPOPMANMOHHO-KOMYHHKAIIMOHHHU
TexHosorun (UKT)

JIMpeKTopbT Ha YUUIIUILETO:

1.Opranusupa nefiHoCcTTa 0 U3I'BJIHEHUETO Ha TE3U MPaBUIIa, U OCUTYpsIBa IOCTHII J10
KOMIIIOTbpPHATA MpeXa, €(PEKTHMBEH U IMOCTOSHEH KOHTPOJI, IUIAHMPAHETO Ha MEpPKH 110
OpraHM3alusTa 3a clia3BaHe Ha [paBuiiaTa 3a padoTaTra Ha yYEHUIUTE B MpeXaTa U 3allluTa OT
BPE/IHO WINA HE3aKOHHO ChAbPKAHUE B HUHTEPHET.

2.0curypsiBa pHu TEXHUYECKa Bb3MOKHOCT MpocieisiBaHe Ha TpaduKa, OChIIECTBIBAH
ype3 Mpexara Ha 00pa3oBaTeaHaTa UHCTUTYLIHS.

3.Ilpn KOHCTaTMpaHe Ha CIlydad Ha KHOEPTOPMO3, HE3aKOHHO CBHABPKAHHE H
NOBEJICHUE B MpekaTa Ha oOpas3oBaresiHaTa MHCTUTYLUS W/WIM B HMHTEPHET YBEIOMsIBa
He3a0aBHO KOMIETeHTHHTEe opranu — Jupekmws ,,ComuanHo ToamomaraHe, IO
MecTolpeOuBaBaHe Ha JaeTeTo U ['maBHa nupekuus ,,bopba ¢ opranusupanarta npecTbIHOCT,
crieluanu3upanuar oraen ,,KubepnpecrenHoct Ha MBP. B Te3u ciydan oka3Ba HYXHOTO
ChJICHCTBUE Ha KOMIIETEHTHUTE OPT'aHHU C 1€J1 YCTAHOBSIBAaHE HA U3BBPIIMTENNTE U NIPEATIpueMa
MEPKHM 3a IPOTUBOJACHCTBUE M IPEMAxBaHE HAa CHOTBETHOTO CHIBbP)KAHUE OT MpeEKara Ha
oOpa3oBaTenHaTa HHCTUTYLM. MoXe /1a ojlydaBa U KOHCYJATaHTCKa oMol oT Hannonamuus
LEHTHP 3a O€30MaceH HHTEPHET.

4.OpraHusupa B Ha4yaJloTO Ha BCAKa ydyeOHA roJMHA 3alo3HaBaHE Ha YYEHUIUTE U
POIUTENNTE/HACTOMHUIIUTE ¢ IIpaBuIIaTa 3a 0e3omacHa paboTa B Mpexara.

5.0cwurypsiBa OTTOBOPHO JHIle (CIYXKHUTEN WM HACT BHHIICH CIEIMAIUCT), KOETO Ja
U3IIBJIHABA (YHKLMUTE HA CUCTEMEH aJIMUHUCTPATOP.

Yunreanre, neJarorn4ecKuTe CEUAINCTH M PbKOBOAUTEINTE 110 HANIPABJICHUE
HUKT ca nnbxHM 1a:

1.Pa3sicHsBatT npaBuiaTa 3a 6€30MacHO U OTTOBOPHO MOBEJIEHUE MPU paboTa B MpeKara
Ha oOpa3oBaTeHaTa MHCTUTYLHUS U B UHTEPHET.

2.0OchbIecTBsIBAT MOCTOSTHHO HAOJIIO/IGHUE W KOHTPOJ BBPXY padoTara Ha YICHUITUTE B
MpeskaTa Ha 00pa3oBaTeIHaTa HHCTUTYIUS B yUeOHO BpeMe.

3.IIpeanpueMar He3a0aBHU MEPKH 3a MPEYCTAHOBSBAaHE Ha JOCTbHIIA HA YUECHHUIUTE JIO
HE3aKOHHO U BPEIHO ChAbPKaHUE B MpeXkKaTa.

4.YBenoMsBaT He3a0aBHO AMPEKTOPA HA YUMUIIUIIETO MPH HapyllaBaHe Ha MpaBuiaTa,
cllyyad Ha KHOEPTOPMO3 WIJIM NPH YCTAHOBSIBAHE Ha HE3aKOHHO M BPEAHO ChIbpIKAHHE WIIH
MOBE/ICHHUE B MpeKaTa.

5.0ka3Bar mojkpena Ha Y4€HHLIU — OOEKT Ha KMOEepTOpMO3, 4pe3 IbpBOHAYAIIHA
NICUXOJIOTMYECKa MOJKpena OT YYMJIMIIHMS IICUXOJIOr 3a CHU)KaBaHE Ha HANpPEKEHHUETO Y
JETETO.

6.Curnanmusupar npu HeoOxomumocT [upeknwst ,,ConmManHO IMOAIIOMarane™ Io
MECTOKMBEEHE Ha YUEHHUKA C LI€JI OLIEHABAaHE HAa HY)KJaTa OT HACOYBaHE KbM COLIMAIHU YCIyTH
3a OKa3BaHe Ha Iocje/iBallia noIKpena.



CucTeMHUST aAMUHUCTPATOP (CITY>KUTEN B 00Opa3oBaTeTHaTa WHCTUTYIUS WIIA HAeT
BBHIIICH CITEIIUAIIUCT):

1.OcwurypsBa o61ara 6€301macHOCT U GYHKIIMOHATHOCT Ha MpeXaTa.

2.1Ipemtara u mpuaara MEpK1, OTpaHUYABAIIH TOCTHIIA HA YYCHUIIUTE A0 BPEIHO WIIH
HE3aKOHHO CBhIbpXKAHHE U TOBEJEHHWE B HMHTEPHET B CBHOTBETCTBHE C JACHCTBAIIOTO
3aKoHOAaTencTBO Ha PenyOnuka bwirapus.

3.M3BbpIIBa MEPUONUYEH Tperiel Ha KOMIIOThpPHATA Mpeka Ha oOpa3oBaTeiiHaTa
WHCTUTYIUS 32 HAJTMYKME HA Bb3MOKHU 3aIUIaXU U PUCKOBE 32 CUTYPHOCTTA HA YYEHUIIUTE IpU
paboTa B UHTEpHET.

4.Cnenn Tpaduka, OCHIIECTBABAH Ype3 KOMITIOThbpHATa Mpeka Ha oOpa3oBaTeiHaTa
UHCTUTYIUS.

5.IIpennpuema He3abaBHU MEPKU 3a NMPEYCTAHOBSIBAHE HA JOCTHIIA HA YYEHHULIUTE JI0
HE3aKOHHO M BPEIHO ChIBbPKAHKUE B MPEKaTa.

6.YBenomsiBa He3a0aBHO AMPEKTOpAa HA YYHIIUIIETO MPHU CIydyal HA KHOEPTOPMO3,
HapylIaBaHe Ha MIpaBUJIaTa WK MPU YCTAHOBSIBaHE HA HE3aKOHHO ChIbPKAHKUE UITU MTOBEACHHE
B MpeKara.

7.CpaelicTBa 3a yCTaHOBSIBAHE HAa U3BBPIIUTEIN HA KHOSPTOPMO3 U MpUjIara MEpKH 3a
OorpaHMYaBaHe Ha TaKUBa CIy4yau.

Yacr II. [IpaBa u 0TTOBOPHOCTH HA POAMTEIUTE

PoauTenuTe nMat mpaso 1a:

1.ITomydaBar nHpOpPMAIKs 32 PUCKOBETE M 3aIUIAXHUTE 32 OE30MACHOCTTa Ha TEXHUTE
7ieria Ipy padoTa B UHTEPHET B YYWINIIETO U BKBIIIH.

2.bbaar cBoeBpeMeHHO MH(POPMHpAHH, aKO JETETO MM € O0EKT Ha KHOepTopMo3 B
YUWINIIETO.

3.YyacTBaT CBBMECTHO C pPBKOBOJCTBOTO Ha OOpa3oBaTelHaTa WHCTHTYIHS TIPH
paspelnraBaHe Ha BCEKM KOHKpETEH Mpo0iieM, CBbP3aH ¢ HapyllaBaHe Ha MPaBUJIaTa OT CTpaHa
Ha TEXHUTE Jlela.

4.Y4acTBaT ChC CBOM TPEAJIOKECHHS B ONPENEISTHETO Ha TpaBWiIaTa U MEPKHTE 3a
0€301acHO M3I0JI3BaHE HAa HHTEPHET B YUIMIIHUILETO.

5.I1omydar uadopmarus 3a UHGOPMAITMOHHO-CUTHAIM3ALMOHHY IIaTGOpMHU
Karo

www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;  www.safenet.bg;
www.facebook.com/bgcybercrime.

PoauTenure HOCAT OTTOBOPHOCT Ja!

1.ITomorHat Ha JeTeTo CH Ja M3rpajJd yMEHHs 3a OHJIaliH oOllyBaHe U 0e30MacHO
U3I0JI3BaHE HA UHTEPHET.

2.0OchIIecTBSIBAT MOCTOSIHEH KOHTPOJ 32 CUTYPHOCTTA Ha JIETETO CH B MHTEPHET.

3.IIposiBsiBaT MHTEpEC KbM aKTHUBHOCTTAa Ha JETETO CH B MpEXara, BKIIOUYUTEITHO U
Ch3/1aBaHETO Ha MPOQWIN B CONHUATHU MPEKUH M PETUCTpAllMM B CalTOBE U MOOWIHHU
MPWJIOXKEHHU S, KaKTO U JIa pa3saCHAT MOCIEACTBUITA OT Ch3JaBAHETO U/WIIH PA3IPOCTPaHEHUETO
Ha OIPEIEICHO ChIbPKAHUE.

4.1lpu ycTaHOBsIBaHe, Y€ JETETO UM € JKepTBa Ha KMOEpTOpMO3, J1a CUTHATU3UpAT Ha
otnen ,,KubepnpecrbnHoct” kbM ['aBHa qupekuus ,,bopba ¢ opranuzupanaTa npecTbIIHOCT

1 Ot crpana Ha 0Gpa3oBaTeNHAaTa HHCTHTYLHS CJIEIBa Ja OBbJAT IIPeAIPHETH HEOOXOUMHUTE AEHCTBHSA POTHTEINTE
Ja OBJaT 3amMo3HATH C TEXHWTE TpaBa U OTTOBOPHOCTH M C MpaBujaTa 3a Oe3omacHa padoTa B MHTEPHET, KOWUTO
VYEHHUIIUTE Cca 33]IbJDKEHU J1a CIla3Bar
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(http://www.cybercrime.bg/bqg), WA [enTnpa 3a Oe3omaceH WHTEPHET
(https://www.safenet.bg/), kakTo 1 mMorar ga moThpcAT chacicTBue oT Aupekius ,,ConuaiHo
MOJIOMarane’* Mo MECTOKMBECHE Ha JIETETO C [1eJT OKa3BaHe Ha IMCHUXOJOTHYECKa MOAKPena Ha
nereto. B To3u ciyuaii Tps6Ba 1a yBEIOMAT? U IUPEKTOPa HAa 00PA30BATEIHATA HHCTHTYIIUS.
5.ChxpaHsABaT 3IpaBeTO Ha JETETO, KAaTO IPOCICASIBAT BPEMETO 3a M3IOJI3BaHE Ha
HHTEPHET.
6.YBemoMsT mupexTopa Ha 0Opa3oBareiHaTa HHCTHTYIINS, KOTaTO MM CTaHEe

HU3BECTHO, Y€ ACTETO UM € 00€eKT Ha TOPMO3 OT APYTro ACTE, C KOETO € B €JHO U CHhIIO YYUIIUIIIC.

Yacr III. O6mm npaBuiaa 3a 0e3omacHO o00lUIyBaHe B MHTEPHET 3a  YYeHHMIMTE
(aganTHpPaHU 32 TAX)

Karo yyeHHK cbhbM ANBKEH Ja cra3BaM CIEIHUTE MpaBuia. AKO ce 3aTpyJIHsBaM B
TAXHOTO pazOupaHe, Mora Jia Mmoyryda MOAKpena OT POJUTEN WM OT yYHTeN, 3a Ja MU Obaar
00sICHEHHU:

1.  [a He naBam nuuHa uHGOpMAIUs: UME, aJpec, Mapoiia OT eJIEKTPOHHA MOIIA, MPOQUIT
B COLIMAJIHA MPEXa, JIMUYEH TeJIeQOHEH HOMEp, YUMIHIIETO, B KOETO Yy4a.

2. Jla me maBam mHpOpManus 3a MecTopaboTaTa WIM JIMYEH U CIYy)KeOeH TeleOoHEH
HOMEp Ha POAMUTEIUTE, HACTOMHUIIUTE, OJMU3KUTE, IPUATEIUTE, CbYYCHUIIUTE U TIO3HATUTE CU
0e3 TAXHO pa3pelieHHe.

3. Jla He u3mpaniamM U J1a He Ka4BaM OHJIAH CBOM CHHMKH M BHJIea, 0e3 Ipe/id TOBa Ja €
00CBH/ICHO U B3€TO PEILIEHUE C POJTUTEINUTE MU.

4.  Jla He W3mpaliaM ¥ J1a He Ka4BaM OHJIAH CHUMKH M BHJIea Ha MPUATEIH, ChbYYCHHUIIH,
POJHUHM, YUUTEIH, OJTU3KH, IO3HATH U JIp., 0€3 TIpe/id TOBa J1a € 00CHICHO C TAX, a B CIIyJYauTe,
KOraTo ce Kacae 3a MOW MPUATENH, ChYYEHHUIW, Ja € ChIIaCyBaHO OT TSAXHA CTpaHa U C
POIUTETNTE UM.

5. /Jla He oTroBapsiM M Ja He OTBapsM INpUKayeHH (aijioBe HaA EJIEKTPOHHA IIOIIA,
MOJIy4eHa OT HEeTO3HaT nojaTel. T Moe J1a ChbpKa BUPYC WM JpyTa 37I0BpeHa Iporpama,
KOSTO Ja YBpeAu KOMIIoThpa/TenedoHa/Tadiiera WM Ja IO HANpaBH YSI3BUM 3a BBHHIIEH
JOCTBII.

6. Ille ce mochbBeTBaM C pOAUTEIUTE CU/YUUTEN, MPEAU J1a CBAIS MJIM HHCTAIMPaM HOBA
IporpaMa/mpuiIoKeHne Ha KOMITIOTBP, TesedoH, TabseT, KaKTo U He MpaBsl HUILO, KOETO MOXKeE
Ja yBpend KOMMIOThpAa WIM 4pe3 JaJeHO JAEWCTBHE Ja C€ Pa3KpHsIT JaHHH 3a MEH U
CEMENCTBOTO MHU.

7. Hemara, KoUTO TpaBsi B MHTEPHET, HE TPsAOBa J1a BPEAST Ha JIPYrd Xopa WU 1A
MPOTHBOPEYAT HA YCTAHOBEHHTE TpaBmiia (J4acT OT TAX ca YPEJACHU B 3aKOHH).

8.  M3BecTHO MU €, ye e 3a0paHeHO Jla ce M3MO0JI3Ba UyXK/J0 MOTPEOUTENICKO UMe, TapoJia
Y eJIEKTPOHHA TTOIIIA.

9. JlaHe muIa U J1a HE KaYBaM HHIIIO, KOETO MOKE J1a € OOMIHO UM YHU3UTEIHO 33 MEH
WJIM 32 IPYTH XO0pa.

10. He3abaBHO mHpOpPMHpPaM BB3pacTeH (POJMUTEN, YUUTEN, AUPEKTOP, METArOTHISCKU
CHBETHHK), KOTaTo O3 JHa Ha MaTepUaId, KOUTO M€ Kapar Jia Ce YyBCTBaM HEYJI00HO WU Ha
MaTepuaal C BPEJHO WM HE3aKOHHO CBhABP)KAHUE, KOETO Moke Ja Obae mopHorpadus,
MPOTOBSIBaHE HA HACHIINE M TEPOPU3BM, ETHUUECKA M PEITUTHO3HA HETOJIEPAHTHOCT, THPTOBHSI
C HAPKOTHIH, Xa3apT U Jp.

2 YBe1oMsABaHETO MOKeE 1a ObJle B YCTHA MM NHCMeHa GopMa, KaTo 3a IIPeINoYUTaHe € IIMCMEeHAaTa TaKkaBa.
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11. [awHe oTroBapsM Ha CbOOIIECHUSI, KOUTO Ca OOUIHH, 3aTUTAITUTEIIHN, HEMPUINIHU WU
M€ KapaT Ja ce 4yBcTBaM HeynoOHo. MHdopmupam poauTennute CH/KIacHHUS PHKOBOIUTEN,
YUUTEN, TUPEKTOP, MEJAarOrMYecKy ChBETHHUK 32 TAKWBA CHOOIICHHUS.

12. Axo HikoW Me OOMXIa WJIM TOPMO3M OHJIaliH, HE OTroBapsM. JlokiagBam ro Ha
OTrOBOPEH BB3pPaCTeH (POAUTEN, yUUTEI, TUPEKTOP, IeJarornuyecku chbBeTHUK). Mora u cam 1a
JIOKJIaJ[BaM, KaTo MOJiaM CHTHAJl Ha CaMusl CalT WM Ha mocoueHute aapecu: Www.gdbop.bg;
www.safenet.bg; www.cybercrime.bg; www.facebook.com/bgcybercrime;
www.spasidete.com u ro Omokupam. [loOpe ¢ aa HampaBs BeJHara eKpaHHa CHHMKa
(CKpUMIMHIIIOT) Ha CHOTBETHUS Pa3rOBOP WM ChIbpPXKAHHE KATO €JIEKTPOHHO JI0KA3aTeJICTBO,
KOETO TpeJaBaM Ha OTrOBOPEH BB3pACTEH (POIUTEIN, YYUTEN, JAUPEKTOP, MEJarormyecKd
CHBETHHK).

13. BuwumaBam, koraTto pasroBapsmM B 4aT. [lomus mpaBmiio Nel: ye xopaTa OHJIAH HE
BHHATH Ca TE€3H, 32 KOUTO CE MPEJICTaBAT M MOTAT JIa THPCSAT ONpe/ielieHa HHPopMaIus, ¢ KOsSTO
11a 3JI0yIIOTPeOsAT ¢ MeH Wiu ¢ Ipyrure xopa. [IpaBuio No2 e ye He mpaBs HUIIO HA IPYT YOBEK
B MpeKaTa, KOeTO He UCKaM J]a MU C€ CIIYYH U Ha MCH.

14. Axo ce cnyuu a nornajgHa Ha “HGOpPMAIHs WM APYTo ChIbpikaHue B Mpexara, KOeTo
HE MU XapecBa WM Me IUIAIIU M0 HIKaKbB HAUYMH, MOTa J]a TI0JIaM CUTHAJl Ha IEHOHOIIHATA U
0e3rratna Hanmonannara renedonna muaus 3a aena 116 111, va orgen ,,Kubeprpecrsnoct™
na ['JIBOII (http://www.cybercrime.bg/bg), Ha I{enTbpa 3a 6e30maceH HHTEPHET Ha aapec:
www.safenet.bq, nim Ha Texuus Tenedon 124 123, nnum npes yar-moayia Ha Www.safenet.bg .

15. Tpsb6Ba ga HE MpEEMaM CPEILH C JIUIA, C KOUTO ChM CE 3all03HaJl/a B UHTEPHET, OCBEH
Clle/l ChIVIACUETO Ha ponuTenuTe Mu. [loMHs, 4e Xopara, ¢ KOUTO ce 3all03HaBaM OHJIANH, He
BHUHArH Ca TE3H, 32 KOUTO ce npeAcTaBsaT. OnUTBaM ce BUHATU J1a TPOBEPsiBaM JIaIl YOBEKHT
OTCpeIa HAUCTHHA € TO3H, 32 KOTOTO C€ MPEJCTaBs Yype3 MPOBEpKa M0 UMe, IMEWI, CHUMKA U
KOHTPOJICH BBIPOC, Ha KOMTO OM TpsOBajo na 3Hae OTrOBOpa, akO € HaucTWHA To3W. [lpm
CbMHEHHE MOKE J1a [T01aM CUTHAJ UJIH J]a TOThPCs ChBET Mpe3 caiita Ha LlenTbpa 3a 6e3omacen
uHTEepHET WWW.Safenet.bg.

16. W3mon3BaM HACTPOWKHTE 3a OC30MACHOCT W 3al[UTaTa Ha JIMYHUTE JaHHU Ha
COLIMATTHUTE MPEKU, MOOMITHUTE MIPHUIIOKEHHUS U Opay3bpuTe.

17. WsznonsBam QyHKiusATa 3a Oe3omacHo chpdupane. J[a He mocemaBam calToBe B
WHTEPHET, KOUTO Ca ChC ChIbPKaHUE, HETTOAXOJISIIO 32 JIETCKA ay TUTOPHSI.

18. U3non3Bam TpyIaHH (IIBJITH, C TIIaBHU U MaJIKU OyKBU, HU(PPU U CHIEIUAIHU 3HALIN) U
Pa3JINYHU 32 BCEKU CAaUT Mapou.

19. HM3non3Bam aHTHBHpPYCHA MpOTrpama, KOSTO CIIeBa PEIOBHO Jie ce OOHOBSBA. 3a€/THO
C OTrOBOPHUTE BB3PACTHU (POAMTEN, YUYUTEN, TUPEKTOp), MOIIbpKAM TMOCIETHUTE
aKTyaJIM3UpPaHU BEPCUU Ha BCHYKH MMPOTPAMH U TIPHUIIOKEHUS.

20. Ako moJs3BaM OOIIM KOMITFOTPH, BUHATH MPOBEPSBAM JAITU ChbM H3JISA3BJI/H3JISA3]1a OT
npoduna cu, cies KaTo CBHPIIU yaca. B ciyuait, ue Hamepsi yCTpOHCTBO, Ha KOETO IPYT yUYEHUK
€ pa0oTHII, HO HE € 3aTBOPMII Npoduia CH, BEHAra e u3js3a 06e3 JAa mperiexiaM, IpoOMEeHsIM
unu 100aBsiM uHbopMarus B mpoduiia my.

21. TpsbBa na wWMaMm IMpelnBUi, Y€ KOraTo NyOJMKyBaM HEBApHa M M30IAvyeHa
nHpOpMaIH 3a IPYT YOBEK, TOPH C sICHATa MHUCHII, 4 TOBA € IIIera, TOBa MOXKE Jla IOBEIe 10
37oynoTpeda v 0 HENPUITHHA MPESIKUBSIBAHMS 32 TO3U YOBEK.

CBbBETHU 3A 3]IPABETO

3a Ja pa6OTI/ITe Ha KOMITKOTBP, 0e3 Ja YBpCIUTE CBOCTO 3ApaBe, pe;[yBaﬁ BpPEMCTO CU B OHJIaliH
u O(i)ﬂaﬁH cpcaa, KaTto cla3BaiiTe CISIHUTE IpaBuia:

3A JIA HE YBPEJUTE 3PEHUETO CH:
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3a 1a He yBpeAuUTe 3pEeHHETO CHU:
Pa3CTOSHUETO MEX/1y OUUTE M MOHUTOpA TPsiOBa 1a ObJIC OKOJIO MOJIOBHH METHD;

Pa3CTOSHUETO MEX/1y OUMTE U KJlaBUaTypaTa Jja Ob/ie OKOJIO IIOJIOBUH METBD;
BBPXY MOHUTOpPA HE TPsIOBa Ja Momaja Mnpsika cIbHYeBa CBETIINHA;
He paboTH B CTasi, KbJIETO UMa CMECEHA CBETIIMHA — CIIbHYEBA U U3KYCTBEHA;

BpPC€IHO 3a OYUTE €, aKO 3aJ MOHUTOpA Aa UMa IIPO30PEI 0e3 IIOpH U 3aBECH,
3a a OTIIOYHMBAT OYHUTE, OT BpEME HAa BPEME OTMECTBaTE mnorjeaa OT MOHUTOpA U norne;leaﬁ

IIpE3 MMpOo30pcfua Ui KbM HaI\/'I',Z[aJ'Ie‘IHI/IH Kpaﬁ Ha CTasiTa BbpXY JAJICUYCH O6CKT; CAUH IIBT B

roJuHaTa MpoBepsiBail 3peHUETO CH MPHU OYeH Jiekap (0 TanIMoor).

IIpu padora c kJIaBuarypara:
HE TIperbBail KUTKaTa, KOraTo MUIIIeT;

CI'bBal JICKO IIPBCTUTC HA PbKaTa U OTHYCKaﬁ najiacna,

I[06p€ € J1a U3II0JI3Ball KilaBuaTypa ¢ KJIaBUIIX, KOUTO Ca IIOoA JICK HAKJIOH.

IIpu padora ¢ MUIIKA:
MHUIIKaTa TpsiOBa 1a ObJie C pa3Mepa Ha JUIaHTa;  HE JBMXKM MHIIKAaTa camMo C Mmajena u

MaJIKus IIPBCT,

MOJI3BaM noaxogdiia ImoAaja0XXKKa 3a MHUIIIKaTa.

Meoeaure
CTOJIBT TPsIOBa Jja ObJIe HAa KOJIENIa, C peryJupyeMa BUCOUMHA Ha ceJjajikaTa 1 obJeraikara,
KOSITO TPsIOBA J1a OCUTYPH OIOpa Ha TpbOHAYHMS CTHJIO B 001acTTa Ha KPBCTa;

OropoTo TpsiOBa Aa ObJe CTAOUIHO M YCTOMYMBO Ha BUOpALIUK.



CXEMA 3A YBEJJOMSIBAHE B CJIYUAI HA KUBEPTOPMO3

CucreMeH aIMUHUCTPATOP
(cityuTEN WK BHHIICH
CIEIIHAIKCT)

Hupexrop

VYuuten, Bb3OUTATE],
PBKOBOAUTEN
Hanpasienue UKT,
TUPEKTOP, MEIarornYECKU
CHCIIUAIICT

-

.

I'’IBOIT
Otnen KubepnpectbnuocTt
www.cybercrime.bg 4

ten. Ha LlenTsp 3a
0e301aceH HHTEPHET
124 123
www.safenet.bg

Hanwnonanna tes. 1uHUA 3a

nena 116 111 /

KPATBK PEYHUK U JOITBJIHUTEJIHU CBbBETH:

Ponuren,
HACTOMHUK,
MONEYUTEN, APYT
roJjarail rpuxu

3a JIETETO

A\ 4

Hupexkuus
,,COITHAITHO
rnojamnomMarane”

KAUYBAHE U CITIOAEJSAHE HA CHUMKM — CHuUMKHY WK BUJEO HA JIETE, YUCHUK,
POIUTEN, yYUTEN, NAUPEKTOp, TCHUXOJIOT, PEeCypCeH YYHTeN, ONHM3KU, MPUATENH, MO3HATH WIIH
HETIO3HATH JIUIIA ca MyOJIUYHO JOCTHITHH N300paKeHHSI B MHTEPHET, KOUTO MOTAT Ja ca KauyeHH! OT
POAUTENNTE WA APYTU YJIEHOBE HA CEMENCTBOTO, NPUATENH, CbYYEHUIM U Ap. Te3u, KOUTO ca ru
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CTIOJICITUITU/KAYWIId B HHTEPHET, MOKE Jla UMaT U3LsJI0 100pu HamepeHus: KbM Hero/Hes. Koraro
ce Kacae 3a CHUMKM, Ha KOWUTO HE CTE€ aBTOp, ChUIUTE HE MoraT Jga ObAaT MOJ3BaHU U
MOMyJsIpU3NpaHu 06e3 ChINIacueTo Ha TeXHUs aBTop. Ho TakoBa chabpikaHne MOKe Jja HAKbPHSBA
JMYHOCTTA U IOCTOMHCTBOTO Ha JIMLETO. [IpenopbunTenHO € N0 HUKaKbB MOBOJ Jja HE CE€ KauBaT
CHUMKH Ha JIeTe, 32 KOUTO UMa U Haii-MaJIKOTO CbMHEHHUE, Y€ MOTaT /1a My HaBpeasiT u 0e3 HEroBo
cbriacue. CroeisiHETO Ha CHUMKU € YECTO CPEIIAHO SIBJICHHE B COLMAIIHUTE MPEXH, 3aTOBa
OCHOBHA IIPENOPBKA € MOJOOHU CHUMKHM J1a CE€ CIOJENST caMO C XOpaTa OT CIIUCHKA C IPUSTEIN
Ha YOBEKa, KOWTO MCKa Ja Kaud CHHMKara, U ollle Mmo-go0pe — caMo ¢ rpyrnara Ha Hai-Onu3ku
NPUATENIM OT PeAHUs KUBOT. BakHO €, KOraro ce cHMMa ChC cMapT(oH, Ja Ce yBepHUTe, 4ue
CHUMKHTE HE Ce KauBaT aBTOMAaTHMYHO B Npoduiaa Ha POAMTENs] WIH JETETO B CATOBE KaTo
Wucrarpam nanpumep. B npodunure cu B couraaHUTe MpexXH TpsOBa Ja CTE CUTYPHHU, Y€ CTe
HACTPOMJIM JOCTBIIA 10 CHUMKHUTE CH TaKa, 4e Ja ce BUXKAAT caMo oT npusrenure Bu. Coiioro ce
OTHACs U 32 HACTPOMKUTE Ha OOJIAYHU YCIYTH, B KOUTO C€ ChIBPKAT CHUMKH U HHPOPMALHUSI.

DAJIIIIMBU HOBUHMU — Cr3narenute Ha GaIliMBA HOBUHHU U3IOI3BAT TPATUITMOHHI
MEIUWHU MTOXBATH 32 IPUBJIMYAHE BHUMAHUETO HA YUTATEJIS, HAI[PUMEpP MPOBOKUPAIITU 3arjIaBus,
HO yCIsiBaT Ja ro 3a0iyJsaT U Ja IO HakapaT Ja MOBspBa, Y€ MUHPOpMaLUITA, KOSITO YeTe, €
HCTHUHCKA.

Kak na pasno3snaem ¢panmuBuTe HOBUHU:

. [TpaBeTe pa3nuka MeXJly XyMOPUCTHYHHU U CEPUO3HM HOBUHAPCKU caiiToBe. 3amuTaiire
ce — II03HaBaTe JIM MeusATa 1 uMate i u nosepue? Ilposepere nanu 3ariaBueTo, KOETO YECTO €
I'PBMKO U TIOMIIO3HO OTTOBAps Ha ChIbPKAHUETO HA HOBUHATA;

. [TpoBepeTe manu )KypHaIUCTHT € MOCOYMII KOHKPETHO U3TOYHHMKA Ha MH(OpMAIUs WK
nHpopmanuara ce Oasupa Ha npyra cratus. [IpoBepere nanu OCHOBHHMAT HW3TOYHHK Ha
uHbopManusa € AOCTOBEpEeH. BuHarm moriexnaiiTe Ha4aaoTO WM Kpas Ha CTATUATA, KBIETO
OOMKHOBEHO € IOCOYEH W3TOYHUKBT Ha MHpopMmauusa. AKO ce Kacae 3a MHpopMalus, KOSITO
MIPOU3JIN3a OT IbPKaBHA MHCTUTYLMS, IPOBEpeTe OUIaHaTa i CTpaHUIA Aaiu GUryprpa Ta3u
HOBMHA WJIM TNOTBpPCETE €KCIepT MO TeMaTa OT JaJeHaTa MHCTUTYIMsS. AKO HE € IMOCOYeH
U3TOYHHUK, € PEIHO J1a CE CbMHSBATE B JOCTOBEPHOCTTA Ha HOBMHATA. B moBe4eTo 10CTOBEpHU
MaTepuaIl ce MocoYyBa HauMHA Ha chOMpaHe Ha MH(OpMaluMsITa U aBTOpa Ha MyOJMKALUATA.
[IpenopbunTenHO € 1a ce CpaBHU MHPOPMALIUATA, aKO € MYOJUKyBaHa B Pa3IUYHU U3TOYHHUIIH;

. AKO 1oraJHeTe Ha CTaTus, MyOJIMKyBaHa B HEMO3HAT 3a Bac 0Jior, a uHGopManusiTa He €
THpakupaHa HUKbJIE IpYyTajie, TOBa € 3HaK, ye HOBUHATa Moxe Ou e Qanmuba. Bunaru Tepcere u
ApYyTH Pe3yiTaTd Mo TeMaTa, a aKo T€ ca MAJIKO WJIM HUKAKBH, [10-100pe HE pa3lpocTpaHsBaiiTe
HOBMHATA,

. [TpoBepete narata Ha MyOIMKAMATA, Thil KATO YECTO CTapH M HEAKTyaJHH HOBMHU C€
IyCcKaT KaTo HOBH.

OHJIAWTH (KUBEP)TOPMO3bT MPEACTABISIBA W3MOJI3BAHETO HA WHTEPHET 3a
HAHACsHE HA €MOIMOHAJIHA Bpela BbpXY JApPYrM xopa. TOpMO3bT B MHTEpPHET MOXKE Ja MMa
paznuunu ¢opmu. Toll Moke na MUHABa Mpe3 paslpoCTpaHsBaHE HA IMOAUTPaBATEIHU M
OOMTHU CHUMKH U BUJICOKIIMIIOBE B CAaliTOBE 3a CHOJENSIHE Ha BUJIEOChIbpKaHUE KaTo Vbox7
u YouTube, cp3aBane Ha (anuBi NpopuiIn ¢ OOMIHO ChIBPKAHUE B COLMAIHU MPEXKH KaTO
Ask.fm, ®eiicOyk u MHcTarpaM, KakTo U B ChOOIIEHUS M M300paKE€HUS B MPHIIOKEHHUS 3a
KoMmyHuKarusi karo Ckainm u BailiObp, Wiaum B M3MpallaHeTo Ha OOWIHH CHOOIICHHUS U
KOMEHTapH, B ChIIUTE CAUTOBE U MIATPOPMHU.

KPA’KBATA HA ITPO®UJI (xakHaT npodui) NpeacTaBisBa MPUCBOSIBAHETO Ha
qy)KJ TOTpeOuTEeICKH NMpoduia B COIHAIHA MpeXxa, Iuiargopma 3a oOIIyBaHe (HAmMpUMep
DelicOyK), eIeKTpOHHA Mola win Apyr caiT. Kpaxbara craBa Bb3MOKHA uype3 BIHM3aHE C
MpaBWJIHATa Mapojia M HeWHaTa MOJMSHA C HOBa M HEM3BECTHA 3a 4YOBEKa, Ha KOrOTO



npUHaAIEKU TpoguibT. Be3MOKHO € cient Kpakbara mpoguibT Aa ce u3oia3Ba 06e3 3HaHHETO
Y CBIVIACHETO Ha MbPBOHAYATHHS COOCTBEHHUK. AKO Ha JIETE IO/ 33/IbJDKUTEITHATA 32 IOBEYETO
COIIMAJTHN MPEKH BB3pacT oT 13 roanHm (Ta3u Bb3pacT € TakaBa, 3aIll0To MO-TOIsIMaTa 4acT OT
HOIYJISIPHA COLIMAJIHU MPEXHU ca aMEpPUKAHCKU U IIPaBUiIaTa 3a MOJ3BaHE ca ChbOOpa3eHU ¢
aMepHUKaHCKOTO 3aKOHOATEINICTBO) Ce Ch3/1aBa cOOCTBEH Mpodui BbB DeiicOyk, MHOTO € BayKHO
npu n30opa Ha BB3pACT jAa ce u3dbepe mox 18 roawHM, THH KAaTo 3a HEM'BJIHOJIETHHUTE
NOTPeOUTENN UMa BaKHU JTOIBIHUTEIIHU 3AIIUTH.

KPAXKBATA HA JIMUHU JAHHM e Bua KOMIOIOTHPHO MPECTHIIEHUE, IPU KOETO
ce MpUA0OUBAT UyK/IU JIMYHU JaHHU C 11e]1 (UHAHCOBA U3MaMa WM 3J1I0ynoTpeda KaTo TerjieHe
0T 0aHKOBa CMETKAa, WJIM KaHIUJATCTBAHE 3a KPEIUT OT 4YyKI0 HMMe. Ta3u omacHOCT IO
MPUHIIMIT HE 3acsira Mo-MaJKUTe Jela, KOUTO HEe MpUTEeXaBaT JUYHU JOKYMEHTH, OaHKOBU
cMeTku unu kaptu. Ho mipu TuiiHemxbputre Han 14-roauiinHa Bb3pacT TO3M PUCK CTaBa
aKTyaJleH.

OUIINHI' ATAKUTE ca naii-pasnpoctpaneHata ¢opma Ha MHTEpHET M3Mama U
IIMPOKO H3MOJ3BaH MOXBAaT OT KOMMIIOTHPHU MPECTHIIHUIIA 3a TOJNy4yaBaHEe Ha BaKHA
nHpopmanusa. ToBa mpecTpiUieHHe ce Hapuya ,,pummar”’ (,,phishing” — ,3apubsiBane”,
npousnuza ot fishing — pub010B), 3a1110TO €EKTPOHHUTE CHOOIIEHUS, KOUTO CE pa3Ipaliar, ca
KaTto ,,BbAWIM’ C OCHOBHA IleJl TONy4yaTeluTe Ja Ce ,,XBaHAaT Ha TIX MOpagdl CBOsTA
HEOITUTHOCT U HEOCBEIOMEHOCT, KaTO UM OTTOBOPAT. Ilpn ummHra n3sMaMHUIMTE pasmpamar
€JIEKTPOHHA TI01I[a, KOSATO MpeTeHANpa, Ye UABa OT MOYTeHa KOMIIaHHs U Ce ONUTBA Jia yoenu
noJryyartesst Aa 1ajie BakHa JMYHA WK (puHaHcoBa nHGopManus. EJeKTpOHHOTO choOIeHe
OOMKHOBEHO MOJIH JIa C€ U3MPATAT JINYHU TaHHH U JJAHHU 32 0aHKOBA CMETKa B OTTOBOP WJIH /12
ce BbBeJaT Ha yeOcailT, KbM KONTO MMa Bpb3Ka. Te3u JaHHH ca Hampumep MOTpeOUTEICKH
MMEHa, TTApOJIM U HOMEpa Ha KPEAUTHHU KapTH.

KAK CE INA3APYBA BE3OIIACHO B UHTEPHET? Ilpenu na mazapyBare OT
€JIIEKTPOHEH MarasuH, € MoJIe3HO /1a O0bpHETe BHUMAaHKUE HATMYHA JIH € UH(OpMaIIHs 32 UMETO,
aapeca u TenepoHa Ha Thproseuna. He mpomyckaiiTe na mpoBepuUTe W AU JOCTABUUKBT €
TOCOYMJI U3PUYHO TIPABOTO BU 10 3aKOH /1a ce OTKaxkeTe OT MopbhbyukaTta B paMKuTe Ha 14 1HU.
[Tone3no 6u 6uno aa mpoyerere BbB (OPYMHUTE OT3UBH OT JIPYTH MOTPEOUTENH, KOUTO BEUe ca
nazapyBam/I oT B’prOCHI/Iﬂ CJ'IGKTpOHeH Mara3muH, KbM KOfITO CTC CC HACOUMJIIN. T’prOBGH'BT c
IJIBXKECH 1a Bu I/IH(i)OpMI/Ipa 34 OCHOBHUTC XapaKTepI/ICTI/IKI/I Ha BCiAKa OT npezmaraHMTe OT HETro
cTOKH U yciyru. Tolt TpsiOBa Ja MOCOYM TSAXHATA IIeHa C BKIFOYEHU BCHUYKH JaHBIU U TaKCH,
KaKTO N CTOﬁHOCTTa Ha IIOIICHCKUTC HNJIU TpaHCHOpTHI/ITe pasxozm, adKO HE€ C€ BKIIKOUCHHU B
KpaiiHata mieHa. Ha caiita cineaBa ga ObjJe MOCOYEH HAYMHBT Ha IUIAIaHE, JTOCTaBKa U
M3IBJIHEHHE Ha JI0oroBOpa. Baile mpaBo € Ja BbpHETE, 3aKylleHaTa OT €JIEKTPOHEH Mara3uH
CTOKa, aKo ce okaxe AedekTHa. PekiamanusTa cu 3a AeeKTHA CTOKa CJe/IBa Ja MPEIAsBUTE B
HSKOU OT OOEKTHUTE Ha THProBela, OT KOWTO cTe s 3aKyHmWid. AKO THPrOBEIBT YBaXH
peknamanusTa Bu, B pamkuTe Ha Mecell TpsiOBa MK Jja peMoHTHpa Oe31uiaTHo 3a Bac cTokara
WJIU J1a 51 3aMEeHU ¢ HOBa. B ciydaii ye He ycriee ga CTopH €JHO OT JBETe, CJIe/Ba WIIH J]a HaMalli
LIeHaTa, WIM J1a BbpPHETE CTOKATa, a TOM Ja By Bb3CTaHOBM 3aIjiaTeHaTa 3a Hes cyma.

SAIUTA HA KOMITIOTBPHUTE MPEXKHU OT OITACHA EJIEKTPOHHA ITOIIIA

1.He tpsiOBa na ce mposiBsIBa MHULIMATHBA 32 MOJyyaBaHe Ha UMEWJ MUcMa, HHTEPHET
CTpaHUIM, KOUTO Mpeiarat Oe3MIaTHU WM TUIaTEHU YCIyTH U CTOKH, YeCTO IMpeasaraiy aa
BU M3IPATAT MPOMOLIKH 1O e-mail. OTKaxkeTe TakaBa yciyra.

2.MmMeiin agpechT ce crojens caMmo npu Hyx/a. Koraro ce npenasa mo eAMH WIK JpyT
MIOBO/I, C€ BHUMAaBa 3a CJIeIHUTE JIBE Hellla: ITbPBO JaJIi OPTaHU3alMsITa WIH YOBEKBT, KOUTO I'O
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I10JIy4aBart, € BU U3IPATH HEXKEJIaH UMEWIT; BTOPO, MOXKE JIU J1a CE Pa3umTa, Y€ UMENIT aipeCchT
HsMa J1a Ob/ie AaJieH Ha TPETO JIUIIE.

3.He ce oTBapsaT umeinuTe B HexenaHa noma. Hukora He ce oTBapsiiTe MpUKavyeHU
(aiinoBe B ChOOIIEHUS OT HEMO3HAT U3Mpaliad. AKO He ce TT03HaBa UMETO B 1ojeTo ,,OT”, He
OTBapsITEe MpUKAYCHUS (aii.

4.Axo ce MoJlyun HEOYAaKBAHO CBHOOIIEHUE ChC CTPAHEH NpHUKadyeH (aill OT Mmo3HaT
u3Ipanay, To 01 MOTJIO Jia ChIbpkKa BUPYC. MHOTO 3JI0BpEAHU IIPOTPAMU CE Pa3lPOCTPaHIBAT
710 BCHYKHM KOHTAKTH, KOUTO HAMEPAT B IOLIAaTa Ha 3apa3eHusi KOMIIOThP. TakuBa ChbOOLICHUS
4ecTO UMaT CTpaHHA TeMa MJIM UMe Ha IpukadeHus ain. Yecto TOBa € MIEroBUTO ChOOIIEHHUE,
HAChpUaBaIlo MOJy4aTesss @ BUAM KapTHHKA WM Ja MpoYeTe NMPUKadeH TEKCTOBH (aiii.
BuHaru usuckBaiiTe NOTBBpPXKAEHUE OT HM3Ipallaya, Mpead Ja OTBOPUTE ChOOIIEHUE WM
npuKauyeH (aiia oT TakbB BHUI.

5.1IpoBepsiBa ce MBJIHOTO UME Ha MpUKavyeHus ¢aitn. CKpUTUTE pa3IIMPEeHHUs OT UMETO
Ha ¢ailna Morar sa 3a0iyIaT Aa OTBOPHUTE 3apa3eH IpukadeH (ain ot umeilna. Bunaru ce
MpOBEpsABAa JAIM HMMEHJI TPUIOKEHHUETO MOKa3Ba MBJIHOTO MME Ha TNpUKadeHus dai,
BKITIOYMTEITHO Pa3IIMpEeHUeTo. Bupycu u uepBen morar a ce ChbabpKaT BbB (hailioBe, KOUTO
U3IJIeKIAT KaTO KapTUHKH, HallpuMep ¢ pasmupenue .jpg. Ho e Bb3MOXKHO 1a UMaT CKPUTO
pas3Immpenue, KaTo .exe Win .vbs KbM UMETO Ha (aiiyia, KOeTo 03HauaBa, 4 MPUKAYCHHUAT (aiin
HE € KapTHHKA, a Iporpama, KOsITo IIe ¢ CTapTHPa, IIOM Ce OTBOPH NMpUKaYeHHS (Haiil.

6.BuumaBa ce ¢ QammmBUTe OpeAynpexaeHus 3a Bupycu. DanmmBure
NpeAYNPEKACHNS 32 BUPYCH ca U3BECTHH KaTo ,,hoaxes*. Tosa e ¢anmmnBo choOIIeHUE, KOSTO
MOJIBEXK/IA TIOTPEOUTEINTE JIa BSPBAT, Y€ Cca MOJYYHIN BHPYC M T'M Hachp4aBa Ja MpemnpaTsT
IPEIYNpPEXKACHUETO Ha BCEKU, KOTOTO MTO3HAaBaT.

7.He oTBapsiiiTe uMeiin, ChabpIKall HeXXeIaHa pekiama. Tol Moke 1a ObJie U3MONI3BaH
3a IIpeHacsHe Ha BUPYCH u YepBer. OT cho0pakeHUs 32 CUTYPHOCT OU TpsiOBAJIO J]a M3TPUBATE
BCUYKH PEKJIaMHU ChOOIIEHHUS OT HEMO3HAT U3Mpaliay BejHara, 0e3 Ja ru oTBapsTe.

8.He ce m3mon3Ba caMo eJlHA TOIIEHCKAa KyTUs 3a BCHYKO. CHEUaNHUCTUTE TIO0
KHOEpCUTypHOCT MPENOPBUBAT J]a CE OTKPUBAT HAKOJIKO Pa3JIMYHM MOIIH U JIa CE Pa3eisT 10
IIpeIHa3HAYECHHE.

9.M30sarBaiiTe CHIIO Taka Ja IMperpamare MmicMa MeXy HSKOJIKO Ballld MOIICHCKH
KYTHH.

10. He e mnpenoppumrenHo na ce mpempam@ar NHCMa IO HSAKOJIKO YOBEKa
enHoBpeMeHHO. OcoOeHO TakuBa, OT THUIA — ,,[IpeTpaTeTe Io A0 7 YOBEKa U IlI€ BU CE CIy4YH
Helo Xy0aBo* WiM ,,lIOMOTHeTe Ha O0JIHOTO MU JIETe, KaTo MPEenpaTuTe ToBa MMUCMO HAa MHOTO
XOopa, eI KOM CH Ille MU Jajie 3a BCeKH 3 MMelna 5 neHra“, Hampumep. Te3nm mucma ce
pasnpocTpaHsBarT C 11eJ1 CbOMpaHe Ha JEHCTBUTEIHU UMEIIT aJipect, Thi KaTo U MpenpaliaHe,
KbM IHCMOTO ce J00aBAT aBTOMaTHUYHO U aJipecUTe Ha NpeaHuTe noirydarenu. Ciaen HIKOJIKO
Ipernpalianys, B eJHO TaKoBa IMHCMO c€ ChOMpAT HAKOJIKO CTOTHIM pealHd MMEHn ajapeca,
KOUTO CJIe/l TOBa ce MpojaBaT Ha (PUPMHU 3a CIIaM.

11. AKO Bce Mak ucKare J1a MpenpaTuTe HAKaKbB TEKCT UM HH(OpMaLUs, KOSITO
CT€ MOJY4YWIM, KONMpPAaWTe TEKCTa M IO M3MpaTeTe KaTto HOBO mucmo. He mpemnpaiaiite
MPEHOTO, BBIPEKH Y€ € MPUMaMIIMBO Mo-jecHo. Taka Ie mpeamnasuTe NPUATEIUTE CHU OT
ObJel cram.

12. AKO TmOopagu HsKakBa IPUYMHA ABPKHUTE Ja IMPENpaTUTE OPUTHHAIHOTO
nucmo, cinoxere aapeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOH OT
IIOJIy4aTeIUTE HAMA J1a BUJU aJIpECUTE Ha Ipyrure noiaydarenu. [Ipuunnara na ro usnonassare
HE € J]a CKpUeTe NOoJydaTeIuTe €UuH OT JpPYT, a Ja ' Mpeanasure, B ciaydail 4e agpecHara
KHHMra WM €JIeKTPOHHATa IOIla Ha HAKOM OT TSAX CTaHE JIOCThIIHA Ha craM-00T (Hampumep
1opajii BUPyCHA HH(EKIHS Ha KOMITIOThPA MY).

13. [leyanba ot notapust: He cre credenuwau. CrnamMbpuTe H3MOI3BAT Hai-
pa3IMYHU MPUMaMIIMBH 3arJlaBys Ha MECMATa, 3a 1a Hakapar MojxyJaress Ja ' oTBOpU. MHOro
noTpeOUTeN HAUCTUHA OTBApAT MOJAOO0HM mucMa. Jlopu cien OTBapsHETO BeAHara jaa ro
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U3TPHETE, CAMOTO OTBApsSHE HA MUCMOTO OM MOTJIO J1a IOTBBP/IH, Y€ apeCchT € PEaJCH U BUE
CT€ TO TIOTYYHIIH.

14, OrtnucBaHe OT OIOJIETHH, 3a KOMTO HE IMOMHHUTE Ja CTe ce 3amucBaiu. Yecto
CpellaH METOJ, M3IMOJI3BaH OT CIIAMBPHUTE 3a HAMHUpPAHE HAa AKTHBHHUTE IOIICHCKU aPECH.
Wznpama ce OroeTHH C JIMHK 3a OTIHCBaHe (yX) OT moiydaBanero my. OTHUCBaiiku ce,
BCBIIHOCT MOTPEOUTENAT MOTBBPXKIABa, Y€ M3IOJ3BA TOIICHCKAaTa KYTHs, C KOSTO BeIHAra
BIIU3a B CIlaM JIUCTUTE. BMecTo 1a ce oTnucBare, OJIOKUpaiiTe mojydaBaHETO Ha MUCMa OT TO3U
azpec.

15. He otBapsiite nucma, kouto ca ¢umuHr arakud. Haii-moOpusatr HaumH Aa ce
3al[UTUTE OT (PUIIUHT aTaKW € KaTO HUKOra He OTBapsATe (DUIIMHT MUCMa, HO Y€CTO € TPYIHO
Jla ce pa3no3Hae Koe MUcMo ¢ pUIMHT ataka. MoXkeTe J1a Ti pa3o3Haere 1o:

*  OOpsbuenuero e "Dear Customer" unu "Dear User", a He Bamero ume.

* B nmcmoto nuire, e akayHThT By mie ObJie IpekpaTeH B ciiydaid, ue He MOTBBPANTE
JTaHHWUTE CU He3abaBHO. /Hackopo crambpuTe M3Moia3Baxa mogo0eH moxpar korato Ckaiin ce
cpuHa 3a | geH. Pasnpoctpanuxa chOOIEHUS, Y€ CKAMI IIe YMCTH HEAKTUBHU aKayHTH U Ce
HCKallle Jla Ce pa3nparu ChoOIeHHE Ha TIoHe 15 moTpebuTes, 3a 1a ce J0KaXe aKTUBHOCT./

*  HmeiinbT uaBa OT aKayHT, NPWIMYAI, HO HE €IHAKBB C TO3HM, KOMTO H3IOJI3BA
M3BECTHA (UpPMa, OpraHu3anus U JIp. AKO He CTe CHTYPHHU A MMCMOTO € (PUIITUHT WIH HE,
Haii-moOpe € J1a He OTBapsATE JMHKOBE, KOUTO ca IyOJIMKYBaHU B HETO, a Jla HAITUIIIETE Ha PhKa
ajZipeca Ha caiiTa, KOUTO BU € HEOOXOIUM.

*  AKo cTe MOJIy4WJId TaKOBa TUCMO, 3 IIPEAIIOYUTaHE € Ja OJI0KUpare aapeca, OT KOHTO
e usnpareno. Koraro ro Oiokupare, Bue maBare ykasanusi Ha TIOMICHCKHUAT KIUEHT, Y€ TOBA €
criaM U He TpsioBa aa ce nmpueMa. [loBeueTo motpeduTenn odave MpocTo U3TPUBAT CIIAMa M TOU
MPOIbJDKABA /1A UBA B KyTHATA.

Hacrosimure mpaBmia ca paspadoTeHu ¢ orviel (OpMHpaHe HA NOJUTHKH B
YYMIMINATA, KOWUTO 2 OPraHM3MPaT M3NOJI3BAHETO HA 00PA30BATEJHHS TOTEHIHA
KAKTO HAa KOMIIOTHPHATA MpeKa Ha 00pa3joBaTe/iHATA HHCTHUTYIMS, TAKAa M Ha
rJ00aJIHATA MPEkKa, B ChbUETAHNE ChC CHCTEMA 0T MEPKH 32 CUTYPHOCT M 0€301aCHOCT HA
yuyenuuure. [Ipuaaranero M Ha NPAKTHKA eJIH NOBUIIABAHETO HA HHPOPMHUPAHOCTTA
M JMIHTAJHATA TPAMOTHOCT HA OOIIHOCTTA OT Jela, POAUTENH, YIUTEIH, IHPEKTOPH 1
caykuTean.’

3 [TpaBunaTa ca chbriacyBaHH M pa3pabOTEHM U C y4acTHETO Ha eKCHEPTH OT oTael ,,KubepnpecTsuHoCT” KbM
I'maBHa qupexius ,,bopba ¢ opranusupanara npecTbiHoCT” | ¢ [leHTbpa 3a Oe30maceH HHTEPHET.
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